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	No.
	Selected Product Features

	1.1
	Do you need help in establishing a formal structure for information security?

	 FORMDROPDOWN 


	
	
	

	1.2
	Would it be useful to be able to search for specific topics using key words and navigational aids?


	 FORMDROPDOWN 


	
	
	

	1.3
	Included is guidance on establishing a formal information security structure including suggested organograms and obtaining Board commitment


	 FORMDROPDOWN 


	
	
	

	1.4
	Includes ISO 17799 related information security references covering tools, templates, on-line guidance and user awareness materials


	 FORMDROPDOWN 


	
	
	

	1.5
	Contains guidance on preparing information security policies including scope and objectives, coverage and purpose, user awareness, appropriate use, remote access, e-mail, compliance guidelines, internet, data access, security incidents, network security and information classification
	 FORMDROPDOWN 


	
	
	

	1.6
	Contains detailed processes for classifying information and data including determining ownership criteria, classification criteria and implementing information ownership processes


	 FORMDROPDOWN 


	
	
	

	1.7
	Includes data and information access authorization guidance including access controls, restricting ownership through data classification and data ownership.


	 FORMDROPDOWN 


	
	
	

	1.8
	Assists with the establishment of the information security officer’s duties including risk assessments, security procedures, business continuity, managing policies, handling incidents and qualification requirements

	 FORMDROPDOWN 


	
	

	1.9
	Sets out the administrative functions of the ISO including security related assistance to users, advising Board and management on all information security matters, liaison with security audit and monitoring compliance levels
	 FORMDROPDOWN 


	
	
	

	1.10
	Contains guidance and information on conducting risk assessments including risk assessment flow chart, asset vulnerabilities, business process risk, functional business risk, threats, risk calculations and calculating risk rating scores
	 FORMDROPDOWN 


	
	
	

	1.11
	Includes guidance on security over portable computing equipment covering issue controls, terms of use and user guidelines to reduce potential theft or disruption


	 FORMDROPDOWN 


	
	
	

	
	




	1.12
	Contains guidance on when emergency data amendments may be permitted and the circumstances relating to their use

	 FORMDROPDOWN 


	
	
	

	1.13
	Covers information security audit and compliance issues including the audit and compliance process, audit of risk assessment, information security audit and measuring compliance

	 FORMDROPDOWN 


	
	

	1.14
	Includes information on the business continuity process including initiating the project, assessing the BC risks, developing the plan, testing the plan, training and awareness and updating the plan

	 FORMDROPDOWN 


	
	

	1.15
	Covers information security issues within the personnel management function including terms and condition of employment, confidential undertakings, restricting access to personnel information, exit interviews and grievance procedures.
	 FORMDROPDOWN 


	
	

	1.16
	Covers the handling of information security incidents including reporting, recording and responding to incidents


	 FORMDROPDOWN 



Handling Information Security Incidents





Reporting suspected incidents


Responding to incidents


Reporting to outside authorities








Minimum software requirements are MS Windows 98 or later; MS Office 97 or later; MS Internet Explorer version 5.0 or later; and Adobe Acrobat Reader 5.0 or later.





The Information Security Officer needs to understand the following fundamental issues: 


nature of the threats





deploying a range of safeguards which are adequate to prevent loss, theft, destruction, corruption, tampering, copying, deletion, modification of data and information etc.�


being alert for and responding to, incidents and responding to them so their impact is reduced, where possible. �


assessing the damage, identifying the source of breach, repairing and correcting it. �


recovering as quickly as possible, evaluating the breach, reviewing and updating Information Security safeguards.








ISO 17799 Policies





Policy scope and objectives


Coverage and purpose


User awareness


Appropriate use


Remote access


E-mail policy


Internet policy


Data access policy


Compliance guidance


Security incidents


Network security guidelines


Information classification and ownership














Information Security�Officers Manual


Evaluation





Another useful business system from Easy2solve.com














For any organization, it is a significant undertaking to establish a formalized structure for its Information Security processes.  This manual greatly simplifies the task, and is a key document in the process. The ISO Manual gives practical advice on how to establish a formal Information Security process. It discusses the responsibilities of the Information Security Officer, and key aspects of achieving an effective Information Security process.  The ISO Manual can be read in sequence, or searched by topic, using the navigational aids provided, such as keyword search. The ISO Manual provides valuable information on the following topics: 








Establishing an Information Security Structure





Need for formal structure


Suggested organograms


Board commitment











ISO 17799 Information Security References





Reference tools


Policy templates


On-line guidance


User awareness materials








Classifying Information and data





Determining ownership criteria


Determining information security classification criteria


Classifying and labelling data and information


Establishing information ownership criteria


Implementing information ownership processes








Duties and Responsibilities of the Security Officer





Risk assessments


Security procedures


Business continuity planning


Managing policies


Handling incidents


Qualifications and experience


Mission statement and goals








Personnel Information Security Issues





Terms and conditions of employment


Confidential information undertaking


Undertaking on intellectual property rights


Sharing confidential personnel information


Induction training 


Disciplinary processes


Grievance procedure


Exit interviews


Security clearance











Based on the information contained herein, this product exceeds / meets / does not meet* our requirements and expectations.











Recommended for purchase by 	……………....................................	Date ………………….











Product purchase approved / rejected* by ……………....................................	Date ………………….





* Delete as applicable





Business Continuity





Initiating the BC plan


Assessing BC risks


Developing the BC plan


Testing the BC plan


Personnel training and awareness


Maintaining and updating the BC plan








Information Security Audit and Compliance





Audit and compliance process


Audit of risk assessment


Information security audit


Security audit interviews


Verifying information and measuring compliance








Emergency Data Amendments





Consideration of risks


When emergency data amendments are permitted


Pre-amendment and post-amendment records











Online purchasing is conducted through the secure facilities of the worldwide e-commerce provider Share-it! This enables you to purchase using either credit card, bank transfer or purchase order.  





Share-it! holds a VeriSign certificate for secure SSL (Secure Socket Layer) transactions. Share-it! is also a licensee of the TRUSTe Privacy Seal Program. The FraudShield was developed based on Share-it’s experience in handling high volumes of  transactions. 








Data and Information Access Authorisation





Access controls


Restricting access through data classification


Restricting access through ownership criteria








Click to change level of importance











Security of Portable Computers





Controls over issue of portable computers


Insuring against loss or damage


Terms of use


Guidelines to users








Product scope and coverage





Product scope and coverage





Click to change level of importance








Licensing information





All Software is supplied under one of the following approved License types. License upgrades are available to ensure that you have the appropriated license for your organisation’s own requirements. �


Single User License


The Single User License is a restricted license that only permits use of the Software by one person on one stand alone machine.    


Multi User (or Enterprise) License


The Multi User (or Enterprise) License allows unrestricted usage (unlimited number of persons) of the Software by one legal entity within one Country or State or by one Government department.


Worldwide License


The Worldwide License is an unrestricted license permitting unlimited usage of the Software by an organisation and its associated companies and subsidiaries on a worldwide basis. Worldwide licenses and license upgrades are available by contacting � HYPERLINK "mailto:Sales@Easy2solve.com" ��Sales@Easy2solve.com�





�






Secure online purchasing information





Pricing


US$ 295.00�
Single User License �
�
US$ 795.00�
Multi-User License �
�
US$ 545.00�
License Upgrade �
�






The Information Security Officer’s Manual includes valuable information on the following key processes:





Desktop reference tool for the Information Security Officer and other security professionals�


Easily establish and maintain a simple yet effective information security programme within your organization�


Comprehensive and practical guidance covering the “how to” and “in what way should I do that” aspects�


Practical guidance on how to set up information security procedures �


Sample documentation including sample forms, registers, charts, diagrams and processes.�


Step by step guide on conducting a periodic risk assessment�


Guidance on undertaking investigations into information security incidents�


How to establish effective business continuity planning within your organization





Valuable reference information on the duties and responsibilities of the Information Security Officer














 


 





Product information





Product evaluation checklist





Information Security does not only concern larger organisations and their IT people. Increasingly, it affects all users of information in all businesses every single day, and a significant number of information security incidents occur by accident. A knowledge of the dangers and threats can be an effective safeguard, as such knowledge can often prevent a potential problem from escalating into a major incident. 





Risk Assessments





Risk assessment flow chart


Information asset vulnerabilities


Business process risk


Functional business risks


Threats


Risk impact calculations


Calculating rating scores








Administrative Functions of the ISO





Security related assistance to users


Advising Board and management


Managing the information security budget


Liaison with security audit


Monitoring compliance levels
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